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Cyber Security Capacity Building Programme for Indian MSMESs
April 30, 2025 | The Assemblage, EEPC India, Kolkata
Program Schedule
14:00 - 14:30 hrs. Registration
Inaugural Session

Opening remarks and introduction of the theme:
Mr. Sumanta Biswas, Assistant Director, CUTS International

Keynote address:

14-30 — 15:00 hrs. Mr. Aakash Shah, Vice Chairman, EEPC India
Special Remarks:

Mr. Amitkumar Bharat Rathod, IPS, DIG-1, Cyber Crime Wing, Kolkata

Ms. Jaya Basu - Regional Director, Eastern Region, EEPC India

Cyber Awareness Poll
Baseline Assessment:
Mapping the existing knowledge and expectations of the participants.

15.00-16:30 hrs. o hical Session — |

ABCD of Cyber Security
This session will provide a basic understanding of cybersecurity and it
importance.

It will elaborate on the overall cybercrime scenario in India, types of cyber-
15:00 — 15:15 hrs. [attacks, cybercrime scenario post-COVID in India, etc.

It will also inform about the role and responsibility of MSMEs to protect their
business from cyber-attacks — both Do’s and Don’ts, Immediate action to be
taken in case of cyber-attacks.

Available government policies on cyber security, complaint portals, complaint
and redressal mechanisms, etc.

15:15-15:30 hrs. |Cyber Security for Importers and Exporters

Cyber-attacks — Phishing attacks and malware:
How does it work?

Who attacks?

What happens if your business is attacked

How to protect your business from such attacks
Recent attacks in India

Countering mechanisms

Available government safety nets

Dos and don’ts

15:30 — 15:45 hrs.

EEPGINDIA

ST E RN with support from Go gle.org
ftechnologycentre



. ‘ The Asia Foundation a APAC Cybersecurity Fund I7C" \ [EPBINHIA

Improving Lives, Expanding Opportunities "‘ The Asia Foundation ENGINEERING THE FUTURE

Data backup and protecting your business from cyber-attacks —

The purpose of backup is to create a copy of data that can be restored in
the event of a primary data failure. Primary data failure can be the result
of hardware or software failure, data corruption, or malicious attacks by
viruses or malware.

e This session will explain the importance of data backup

e The process of data backup
What types of data backup processes are available
Dos and Don’ts

15.45 - 16.15 hrs.

IT inventory: Why it is important to maintain IT inventory in the
context of cyber security in your business —
e What inventory management is
Why inventory management is important
The benefits of inventory management
Inventory management techniques
Inventory management systems
How to make inventory management easy with the right platform

16:15- 16:30 hrs. Question and Answer and quiz

16.30 — 16:45 hrs. [Tea Break & Networking

16:45 - 17:30 hrs. [Technical Session — 11

Software: What, why, and how does software work? What you need
to know about software and its updates? How this linked with Cyber
Cybercriminals are constantly looking for weaknesses. Installing software
updates are important for several reasons including security|
16:45 —17:00 hrs. |enhancements. The primary reason for software updates is to fix security|
vulnerabilities. This session will explain:

e What is Software?

e How this works?

e Why software is important to update?

e Understanding Software Piracy in the context of Cyber Security?
Password — A vital element to protect against cyber-attacks —
This session will explain the importance of passwords in the digital world,
which includes:
o Why is password security important?
What protects our passwords?
How are passwords hacked?
Brute Force Attacks
Personal Password Theft
Batch Password Theft
How to Create a Strong Password?
Personal Details and Dictionary Words
The Length and Complexity of Your Password

17:00 — 17:15 hrs.

EEPGINDIA

with support from Go gle.org
.hEeChﬂOlOQLJCentre



> EEPGINDIA

ENGINEERING THE FUTURE

"“ The Asia Foundation ) APAC Cybersecurity Fund
n _— "‘ The Asia Foundation

o,

Improving Lives, Expanding Opportunities

e Use a Password Generator

17:15=17:30 hrs. | estion and Answer and quiz

17:30 - 17:45 hrs. |[Experience sharing

17:45 - 18:00 hrs. Closing Session

Post Training Assessment Survey
17:45 - 18:00 hrs. (Certificate Distribution

Group Photography

18:00 — 19:00 hrs. [High Tea & Networking

Scan the QR code below to follow us on social media

Follow us!
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Scan the QR code below for Pre-workshop Feedback

Ih

Scan the QR code below for Post-workshop Feedback
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